CHAPTER ONE
INTRODUCTION
1.1	BACKGROUND OF THE STUDY
With the presence of information technology in this age; data can be stored, manipulated, transferred and processed but there are also some agents that want to make use of the data for negative intentions. Intrusions usually occur when unauthorized access is gained by an attacker to a valid users account so as to perform malicious deeds while masquerading as a real user. In order to prevent this, it is advisable to employ the use intrusion prevention and detection systems. An Intrusion detection and prevention system could be a software and/or a hardware that monitors a system or a network of systems against any malicious activity. An intrusion detection and prevention system has two different functions; prevention and detection. Prevention is the act of avoiding the intrusion while detection is observing any malicious activity that is present in a system. 
Examples of intrusions include Attempted break-in/ Masquerade attacks which is an attack that uses fake identity to gain unauthorised access to private computer information through legitimate access identification. They are usually detected by a typical behaviour profile or violation of security constraints. This is an example under anomaly based intrusion system. Another example is the penetration of security control systems. This can be an unauthorised simulated attack on a computer system that looks for security weakness, potentially gaining access to the system’s features data. It can be detected by monitoring specific pattern of activity. Also, Leakage is another example of intrusion, this happens when a system reveals some information to unauthorised parties. It can be detected by a typical use of system resources. Malicious software are also intrusions that should be avoided, it can be any software used to disrupt computer operations, gather information and gain access to private systems. It is detected by typical behaviour profiles, violation of security constraints or the use of special privileges.
 There are two intrusion detection based methods; Misuse based intrusion detection: which can also be knowledge based detection. (Devikrishna et al, 2013) It searches for activities that are similar to known signatures of intrusions.  It detects any abnormal activities and renders any other activity in the system as normal. Its greatest advantage is the presence of low false positives but it is unable to detect unknown attacks, it can only detect attacks that have a pattern in the system. The second method is the Anomaly based intrusion detection which can also be known as behaviour based detection. (Devikrishna et al, 2013) It detects by searching for any abnormal network traffic. It is the opposite of misuse based detection in the sense that rather than detecting abnormal activities, it detects normal activities and renders any other activity as abnormal. It is very good in detecting unknown attacks i.e. doesn’t need prior knowledge of the attack but it has a high rate of false positives. 
There are several intrusion detection and prevention systems but this research will be focused on developing a Neural Network Intrusion Detection and Prevention (NNIDP) systems. A neural network is the imitation of the connection of the human brain with the nerve cells of the body. The adaptation of a neural network makes intrusion detection systems more efficient. An NNIDP can be trained to learn patterns in a system so as to detect intrusions by recognizing patterns of intrusions and thereby preventing them. There are three steps involved in making a neural network; pre-process the data, train the network and test the data. (Om & Sarkar, 2010)

1.2	STATEMENT OF THE PROBLEM
The presence and activities of intruders to forcefully gain access to highly classified and private information especially those stored on the database has rapidly increased over time as a result of technological growth. In curbing this, intrusion detection and prevention systems has been developed to detect and prevent intruders who might want to jeopardize system efficiency as a result of intrusion. The pattern recognition ability and machine learning ability of the Artificial Neural Network has brought advanced IDPS which can effectively detect and prevent intruders. Thus the need to develop an advanced Artificial Neural Network Intrusion Detection and Prevention system for combatting intrusions effectively.
1.3	AIM AND OBJECTIVES
The aim of this research is to develop an Intrusion Detection and Prevention System that uses a Neural Network model for the detection and prevention of web attacks. The specific objectives are to: 
1. Survey web attack methods so as to identify intrusion attempts and aid effective detection of intrusion attempts. 
2. Design an intrusion detection and prevention system as a third party security software to enhance the intrusion detection and prevention process. 
3. Develop a robust database that will keep records of intrusion attempts and identify the source thereby preventing the intruders from gaining further access.
4. Implement a Neural network technology on the Intrusion Detection System so as to effectively enhance the system.


1.4		METHODOLOGY
To achieve the set objectives, the following methodology will be adopted.
1. An extensive literature review will be done so as to determine up-to-date intrusions attacks and attempts and also to acquire suitable tools in developing the IDPS. 
2. Software development tools like Java Server Pages (JSP), Apache Tomcat, CSS, HTML, and Bootstrap will be used to develop and implement the Intrusion detection and prevention System (IDPS).
3. MySQL DBMS will be used to develop the database.
4. The Pattern matching algorithm will be adopted in the development of the Neural Network in the IDPS.
1.5 	SCOPE OF STUDY
The system will be limited to the detection of web attacks and will only implement pattern matching as the neural network algorithm. The research work will not cover other types of intrusion attacks neither will it cover other ANN algorithms.
1.6 	 SIGNIFICANCE OF THE STUDY
The successful completion of this project will:
1. Add to the already existing solutions in preventing intrusions.
2. Improve the security of data especially the ones acquired from websites.
3. Highlight diverse web attacks and possible ways of tackling them.
4. Prove that pattern matching algorithm can effectively detect and prevent intrusions.


1.7	ORGANIZATION OF CHAPTERS
Chapter one is the introduction to the project. It highlights what the project is about and what will be done in subsequent chapters.
Chapter two is the literature review which will discuss the related works, shed more light on IDPS, enlighten about ANN and web attacks, and discuss different neural network algorithms.
Chapter three is the methodology, it will contain the analysis of the system, the design methodology, the system specifications and requirements.
Chapter four is the design and implementation of the system, it entails all the information about the system, screenshots of the system, description of how the system functions and how it is tested.
Chapter five is the summary, conclusion and further recommendations. It gives a summary of the entire project and also some recommendations.








CHAPTER TWO
LITERATURE REVIEW
2.1	INTRODUCTION
	The concept of an Intrusion Detection and Prevention System with Neural Networks has been for nearly two decades but only recently has there been a rise in popularity and incorporation into the overall information security infrastructure. The notion of intrusion detection was born in 1980, with James Anderson's paper, Computer Security Threat Monitoring and Surveillance. In 1983, SRI International, and Dr Dorothy Denning, began work on a government project that launched a new force to intrusion detection development. 
The system to be developed consists of several computer terminologies and several areas of interest. Because of its extensiveness, it involves three composite areas of computer science; Web Application Development, Computer Security, and a branch of Artificial intelligence. For this system to be put together accurately all the subsidiaries must be extensively researched. At different points in the past, these areas have been put together to form several systems. Since these three areas are going to be employed in the creation of this system, they are going to be taken individually so they can be understood as a unit before they can be understood as an entity.
2.2	  THE WEB AND ITS ANALYSIS
The Web was first thought up by a man named Tim Bernes-Lee in the year 1990. Bernes-Lee intended initially for the web should be used for a physics research in CERN and this gave rise to the W3C (World Wide Web Consortium). This Consortium oversees Web’s development and help developers of web browsers and web servers on how to operate.(aero, 2008). The World Wide Web is the most prominent part of the internet that helps humans to interact based on technological networks. It is a techno-social system that enhances human cognition, communication, and co-operation; Cognition is necessary to communicate, and it is the condition to co-operate. In other words, co-operation needs communication and communication needs cognition.
The major aim of the web is make information easily accessible to people and to allow users to compare information from different sources and conclude on the best alternative. (MaxCDN, 2016) A lot of platforms today are developed as a web based platform because things can be publicly viewed through the web and this can help with so many things ranging from advertisement to entertainment. In an unprejudiced view of the web; it simply brings things to the feet of its users. The web has come in multiple forms already like ARPANET, The World Wide Web, Web 2.0, the mobile web, Social media and the internet of things.(MaxCDN, 2016)
2.2.1 THE WEB IN RELATION TO COMPUTER SECURITY &ARTIFICIAL INTELLIGENCE 
The Web can have other unique functions apart from viewing information. The web can be used as a medium of protection from malicious attacks. There are several websites and web applications that can be used to protect various systems from malwares. A few examples of security related sites are Sucuri Security; which is a web application that cleans and protects websites(Sucuri, n.d.), ESET, StopTheHacker and so much more. What they all have in common is that they are all web based applications that protect the users from malicious uses one way or the other.
	The web can be used in connection with AI. Taking the case of a semantic web for example. A semantic web is a web that has a machine readable meta-data to allow machines to access information from websites.(Haplin, 2004) Although many scientists argue that it is an unforeseeable aspect, it is perceived by many to be a way of bringing the world knowledge together into a single database.(Haplin, 2004). 
There are also other implementations of the web and AI systems; Cleverbot- a website that allows humans to interact and communicate with machines(Carpenter, 2016), PHP-crawler-a web crawler designed with PHP used for data mining(NT, 2015), OpenWebSpider- a cross platform web crawler that is designed with both C# and PHP which is also used for data mining(NT, 2015), Wolfram Alpha etc.
2.3	INTRUSION DETECTION AND PREVENTION SYSTEMS
Intrusion detection and prevention is the act of noticing unwanted access into one’s computer environment and taking an action to stop it from damaging the system under attack. Several actions have been taken in the past to detect and prevent these occurrences and they are; antivirus protection, firewalls etc. all not to be mistaken for an IDPS. Intrusion Detection and Prevention has become a much marketed concept in IT security and has become a standard tool in the protection of the network and computer systems from both external and internal threats.
The adoption of IDS/IPS technologies has shown the complexity in implementing a solution that provides better security within a framework. Many implementations have suffered from lack of resource planning and continued maintenance which has reduced the effectiveness of these solutions and the return on investment.
Intrusion detection can also be the process of monitoring the events that occurs either in a computer system or network and analysing them for signs of possible security incidents. Intrusion prevention is the process of performing intrusion detection and attempting to stop detected possible security incidents. Intrusion detection and prevention systems (IDS/IPS) are primarily focused on identifying possible security incidents, logging information about them, attempting to stop them. They accomplish this by collecting information from the systems under attack, monitoring the system and then analysing for possible security problems. Indeed, an intrusion detection system (IDS) after detection of a violation will raise an audible or visual alarm, or it can be silent like an e-mail message or pager alert. Another extension of this technology is the intrusion prevention system (IPS), which can detect an intrusion and in addition prevent that intrusion to be successful by an active response. Whereas the two systems often coexist, the combined term intrusion detection and prevention system (IDPS) is commonly used to describe current anti-intrusion technologies.
2.3.1	EVENTS THAT CAN BE DETECTED BY IDS/IPS
The types of events that can be detected by IDS/IPS include the following:
Scanning: Scanning can be detected by typical flow patterns at the application layer i.e. banner grabbing, transport layer, and network layer 
Worms: Some worms propagate quickly and use large amounts of bandwidth. These are easily detected by Network Behaviour Analysis (NBA) IDS/IPS.
Unexpected application services: This includes tunnelled protocols, backdoors and use of forbidden application protocols. These can be detected by viewing what buildpacks are available with the ‘cf buildpacks’ command or ‘cf push –b’ command.
Poorly secured WLAN devices: Most wireless IDS/IPS sensors can identify access points and end points that are not using properly secured. This includes detecting misconfigured devices and the use of weak WLAN protocols.
Unusual usage patterns: Some sensors uses anomaly based detection methods to detect unusual WLAN usage patterns.
Denial of service attacks: Denial of service attacks are logical attacks such as flooding, and physical attacks such as jamming. It can be detected by log analysis, and using the command ‘netstat’.
Impersonation and man-in-the-middle attacks: Some wireless IDS/IPS sensors can detect when a device is attempting to spoof the identity of another device.
(Alexander, 2009) IDS/IPS technologies cannot provide complete accurate detection; they all generate false positives (incorrectly identifying benign activity as malicious) and false negatives (failing to identify malicious activity).
2.3.2	PHASES OF INTRUSION DETECTION AND PREVENTION SYSTEM
The process of intrusion detection and prevention is broken down to four major phases as follows:
Pre-processing: This is the first phase of the Intrusion detection system. The collection of activity from an IDS or IPS sensors is done in this phase. After the collection of activity, data are organized in a particular pattern for classification. It also helps to determine the format in which to put the data into, which is usually a canonical format or a structured database. Once the data are formatted they are further classified, this classifications depends upon the analysis schemas being used.
Analysis: After the pre-processing phase is completed, the analysis stage begins. The data record is then compared with the Knowledge base which will either be logged as an intrusion event or it will be dropped and next data record is analysed.
Response: In the intrusion detection system, information is gotten passively after the fact, resulting to an alert. The response can be automatically performed, or can be done by manually analysing the situation.
Refinement: This is the stage where fine tuning is done, based on the previous usage and detected intrusions. This helps to reduce false positive levels and to have more security tool. These are tool like CTR (Cisco Threat Response) that helps with the refining stage by actually making sure that an alert is valid by checking whether you are vulnerable to the attack or not. Rule based detection, even known as signature detection, pattern matching and misuse detection.(Alexander, 2009).
2.3.3	EXAMPLES OF POPULAR IDP SYSTEMS
2.3.3.1	  SNORT
This is the most popular intrusion detection system. It is an open source and freeware network intrusion detection system i.e. it is used to scan data flow on a network. This data captured from the network after the scanning is then analysed by snort which takes this data to the MySQL database. And then the web server i.e. Apache web server displays the data in a browser window when a user connects to the server.(Rehman, 2003).
FEATURES
1. It is multi-processed.
2. It has no hardware acceleration.
3. It is very reliable.
4. It is free.
5. It was developed by Sourcefire.
6. Its supported platforms are Linux, OpenBSD, FreeBSD, Solaris, AIX, Mac OS, Windows, IRIX, HP-UX and NetBSD.


2.3.3.2	SURICATA
Suricata is also another popular Intrusion detection and prevention system that is highly popular. It is open source software that was developed by the Open information Security Foundation. (Julien, 2013). 
FEATURES
1. It is multithreaded.
2. It functions with operating systems like Linux, BSD, Mac OS and Windows.
3. It has IPV6 native support.
4. Protocol detection
5. Numerous performance optimization methods.
6. File extraction.
2.4	NEURAL NETWORKS AS AN ASPECT OF AI
Artificial intelligence is a branch of computer science that aims at developing computer systems that can think and behave like humans. There are several branches of AI; Machine learning, natural language processing, robotics, bioinformatics, data mining e.t.c. Among these branches is a neural network.(Beal, 2017)
Neural networks are simply known as the calculations and the manipulations of the nervous system in human beings. It consists of the Biological neural network- which is a network of biological neurons and the artificial neural network (ANN) - which is a simulation of the human brain and nervous system. The ANN is labelled after the Biological neural network in a way that it learns through its pattern detection utilities and it is trained to learn the workings of a biological neural network so as to use its new found ability to solve problems.(Kriesel, A Brief Introduction to Neural Networks, 2005)
Neural networks was discovered in the early 1940’s by Warren Mcculloch and Walter Pitts which the intention of it calculating nearly any Arithmetic and logical functions. Then after this some improvements were made like in 1947, they were able to make it recognize special patterns. It was finally in Dartmouth that some Professors and Scientists conducted a research and discussed the idea of how to simulate a brain since that is what is connected to the nervous system.(Kriesel, A Brief Introduction to Neural Networks, 2005).
Neural Networks is an aspect of Artificial Intelligence because it deals with the simulation of human thinking and behaviour into computer systems but the aspect is limited to the brain and the nerve cells. Now, Artificial Neural Networks is an attempt of modelling the information processing capabilities of nervous systems. Thus, first of all, we need to consider the essential properties of biological neural networks from the viewpoint of information processing. This will allow us to design abstract models of artificial neural networks, which can then be simulated and analysed. 
 2.4.1	PARADIGMS OF LEARNING IN NEURAL NETWORKS
Supervised learning or Associative learning: In the supervised or associative learning, the network is trained by providing the input and matching output patterns which can be provided by an external factor or by the system which contains the network (Self-Supervised.)
Unsupervised learning or Self organisation: In this paradigm, an output unit is trained to respond to clusters of pattern within the input. The system is supposed to discover statistically salient features of the input population. Unlike the case of supervised learning paradigm, where there is no a prior set of categories to which the patterns are to be classified rather the system must be able to develop its own representation of the input stimuli.
Re-enforcement learning: This type of learning allows the machine to learn its behaviour based on feedback from the machine’s environment. It accomplishes this by allowing the agent to select an action that will give the maximum reward.(Champandard, 2002)
2.4.2	POPULAR ALGORITHMS USED TO IMPLEMENT NEURAL NETWORKS
1. Pattern Matching: This algorithm was adopted in the project. It involves taking two sets of data and comparing them to one another and if the outcome is positive then the test has been passed but if it is not then the test failed.(JingLu, 2015)
2. Perceptron: The Perceptron algorithm is a single layer feed-forward neural network that is inspired by the information processing of a single neuron. The perceptron is made up of a data structure and separate procedures for training and applying the structure which is a vector of weights. It is very good for approximating arbitrary linear functions and classification or regression problems but it cannot learn a non-linear mapping between input and output values.(Brownlee, 2015)
3. Back-propagation: is a supervised learning method used for feeding forward networks that is implemented by learning in batches. This is the most common algorithm used for neural network training. And the main reason why it is so commonly adopted for neural networks is because it can train both arbitrary linear and non-linear functions as well as regression/classification of problems.(Brownlee, 2015)
4. Hopfield Network: This is a neural network algorithm that processes information by associating the components of inputs pattern with a pattern called Content Addressable Memory (CAM). It is recursive and can solve problems by matching cues for an input pattern to an associated pre-learned pattern.(Brownlee, 2015)
5. Learning Vector Quantization: It is also a supervised learning algorithm that is strongly related to the Self-Organizing Maps which are unsupervised learning algorithms. It processes information by preparing prototype vectors in the domain of the observed input data samples and to use these vectors to classify unseen examples.
6. Self-Organizing Maps: It is an unsupervised neural network that uses a sort of ‘winner takes all’ strategy i.e. it is very competitive. It processes information by placing grids of the prototype vectors in the domain of the observed input data samples. The SOM does not rely on assumptions about that structure of the function that is approximated.(Brownlee, 2015).
2.4.3	OTHER IMPLEMENTATIONS OF NEURAL NETWORKS
There are multiple implementations of a neural network; neural networks can be used to implement various things like facial recognition, speech recognition, pattern recognition and many others. And although this research is about Web based NNIDPs (Neural network Intrusion detection and Prevention systems), understanding neural networks as a whole would make the goal more achievable.
2.4.3.1     FACIAL RECOGNITION IMPLEMENTATION
Facial recognition can simply be put as an ability to recognize people’s faces. In this modern technological age it has become one of the most efficient and diligent ways of identification. Neural networks can be used to develop facial recognition systems since they have been proved to be one of the best learning methods known.(Juan Pablo, 2012)
According to (Juan Pablo, 2012), the face recognition system can be trained using the back propagation algorithm because back propagation is very useful for searching in a large area for all the possible weight values of all the neurons. 
He also wrote about the limitations of using an ANN to implement a facial recognition system which is mainly the large execution time required in the training stage especially in cases of large datasets or problem complexity.
2.4.3.2       SPEECH RECOGNITION IMPLEMENTATION
(Zegers, 1998) deduced that neural networks can be used to implement a more efficient and more reliable speech recognition system than the ones easily found in the market. There are multiple neural network approaches that can be used. Examples of the best approaches are Self-Organizing Map (SOM) because it considers the data set as a collection of independent points and this is very useful for detecting the letters and words involved in the training of a speech recognition system, Multi-Layer Perceptron because its recognition accuracies are far better than others and its datasets can be easily trained, Recurrent Neural Networks (RNN) because it contains the most amount of memory e.t.c. 
To solve a speech recognition problem a Feature extractor block has to be developed. This will allow the system to process the information coming into the system. A feature extractor block works as a transducer that translates the information contained by an air pressure into a trajectory. And then a Recognizer should be developed to recognize the words and letters inputted. (Zegers, 1998).
2.4.3.3           FINGERPRINT IDENTIFICATION SYSTEMS
Another authentication technique that can be implemented using neural networks is a fingerprint identification system. Fingerprint systems are used all around the world to identify people because no two persons can have the same fingerprints, so that is why it is one of the most effective authentication system known. 
According to (Abdullah, 2012), the back propagation algorithm is very efficient for matching the fingerprints. The algorithm would match twelve fingerprints parameters and relate them to a unique number provided for each authorized user, after this is done the algorithm provides the best match for the user. In this research, the source code was written in Matlab and low resolution images are used to capture the images of the fingerprint through neural networks and this can be done in two stages.
· The pre-processing phase- this phase makes the image the best fit for the neural network inputs.
· The neural processing phase- involves the training of the data and testing so as to give way to our final output. (Abdullah, 2012).
2.4.3.4          MOBILE ROBOT MOTION
There are also some cases where more than one aspect of artificial intelligence can be implemented together. (Janglova, 2004) Proposed that a robot can be autonomously motioned in a collision free path using neural networks. In the research, he stated that two neural networks would have to be used; the first for searching for free space and the second for finding a safe direction that the robot can pass without encountering any obstacles. The reason why neural networks was used for motioning robots is because it deals with cognitive tasks such as learning, optimization, adaptation and generalization and this all help with principal navigation problems of a robot when used hand in hand with a fuzzy logic.
2.5	REVIEW OF RELATED WORKS
2.5.1 	NNIDP IMPLEMENTATION ACCORDING TO ATTACKS
A really important feature that needs to be focused on is attacks. The plan of the system is to be able to tell the user when there is an attack on his/her systems, because the system will not be built for the sake of nothing. There are certain documentations that gives great insight on the attacks that can be detected by an intrusion detection system.
Ramakrishna (2013) Classified attacks and deduced how well the neural intrusion detection system will be used to detect them. He presented the Multilayer perceptron approach for this research and also classified the types of intrusion detection systems; Host based, Network based, Misuse based, Anomaly based and finally neural network based. The neural network intrusion detection system here was analysed as a pattern recognition technique because it is an information processing system that imitates the brain and the biological neural network. The system architecture that was implemented had four compartments; the packet monitor- which as its name implies monitors and captures packets that will serve as data to the intrusion detection system, the pre-processor- which collects and processes network traffic, feature extractor- which extracts feature vectors from the network traffic that has already been pre-processed and the Classifier- which recognizes and classifies the patterns of attacks.
Kshirsagar (2014) gave a clear outline of the type of attacks that could intrude into one’s system. The attacks are deemed as follows:
The first is Denial of Service [DOS] attacks- these attacks attempt to inhibit the user’s connectivity or access to the system in question and while this shutdown takes place the intruder tries to get important information or data from the supposed system. 
Also there is the secure shell [SSH] which aims at accessing remote terminals unprecedentedly. It does this by getting authentication, or decrypting networks to ensure network access. 
Probing- this involves the intruder getting information about a particular system’s network and some of these ill-gotten information can be used to determine the vulnerabilities of the system in question. And this could enable the intruder to break into the system and gain access to the host.
R2L [Remote to Local]: This is when an attacker gains access into a system from the outside.U2R [User to Root]: This is simply when a user probably a standard user on the network tries to gain access into the administrative account of the same system’s network.
2.5.2	ANOMALY NEURAL NETWORK INTRUSION DETECTION REVIEWS
Lee et al (2001) authored an article titled Real time data mining-based intrusion detection. Its focal point is on issues related to deploying a data mining-based IDS in a real time environment and also approaches that addresses those issues. Issues like low accuracy, low efficiency and low usability. In order to improve accuracy, data mining programs are used to analyse audit data and extract features that can distinguish normal activities using either intrusions or misuse based and anomaly based models. To improve efficiency, costs are analysed so as to provide the most accurate results. And lastly to improve usability, adaptive learning algorithms are used to as well as unsupervised anomaly detection algorithms.
Another recommended literature is ‘Anomaly based network intrusion detection with unsupervised outlier detection’ (Zhang & Zulkerine, 2006). It entails the supervised training method that uses an approach called outliers approach. Although this kind of training data is difficult to obtain in real world environments and it has a high false positive rate it is very good at detecting outliers especially when using it in a scenario of random forests.
Om & Sarkar (2010) wrote a research called designing intrusion detection system for web documents using neural network. This explains the way web documents like downloads are inspected for intrusions, since some intrusions can attach themselves to some files gotten from the internet. And how these corrupted files can damage any organization’s network.
Lakhina (2011) proposed a detection method that detects and diagnoses anomalies in large scale networks. First, their approach monitors the traffic using a matrix in which each cell represents the traffic volume of a link of the network at a certain time interval. Second, the main behaviour of the traffic is extracted from the matrix with the principal component analysis (PCA) and anomalies are detected in residual traffic. Finally, the origin and destination nodes of the network that are affected by the anomalous traffic are identified and reported.
Neural networks can also be implemented using the other neural network technique. According to Kshirsagar (2014) who wrote a Journal article called Intrusion Detection Systems by Anomaly Based Using Neural Network, a neural network can be implemented properly by using anomaly based intrusion detection technique. They defined Anomaly based intrusion detection system as the ability of the neural network to detect anomalies in the system.
According to Schwab (2015) The IDS journey started thirty years ago when increasing enterprise network access spawned a new challenge: the need for user access and user monitoring. As day-to-day operations grew increasingly dependent upon shared use of information systems, levels of access to these systems and clear visibility into user activity was required to operate safely and securely. In the 1990’s, IDS technology improved to address the increasing number and sophistication of network attacks. This new method, named anomaly detection, relied on identifying unusual behavioural patterns on the network, and provided alerts for any identified abnormality.
Muthukumar (2015) stated an anomaly detection system using an approach called Outlier Detection Approach international proceeding. Here, it is said that the anomaly dataset is measured by the neighbourhood outlier factor (NOF) and the trained models consists of storage environments for big datasets
2.5.3 NEURAL NETWORK INTRUSION DETECTION WITH FUZZY CLUSTERING
Lee (1999) posited data mining approaches for detecting intrusions. One of the major approaches mentioned is association rules. Association rule describes user behaviour by learning the record patterns or signatures.
Other data clustering methods such as the “kmeans” and the fuzzy “cmeans” have also been applied extensively for intrusion detection. One of the main drawbacks of clustering technique is that it is based on calculating numeric distance between the observations and hence the observations must be numeric. (Lakhina, 2011). 
Surana (2012) proposed a hybrid neural network based on fuzzy clustering and neural networks for an intrusion detection system and this was done to eliminate the limitations involved in using only neural networks which are requirement of high computational resources. The implementation of this system starts with the breaking down of dataset into smaller subsets using fuzzy clustering technique and consecutively each ANN on each of the subsets and then aggregating the output from each of the subsets to form the final output.
2.5.4	NEURAL NETWORK INTRUSION DETECTION IMPLEMENTATIONS WITH NEW ALGORITHMS
Harbi & Rahman (2010) authored an article “Combining Naive Bayes and Decision Tree for Adaptive Intrusion Detection in the International Journal of Network Security & Its Applications”. A new learning algorithm for adaptive network intrusion detection using naive Bayesian and decision tree, it has several advantages over other approaches like reduced false positives rates, reduced noise in data training, elimination of redundant attributes etc. And it can be used in situations of limited computational resources like space, CPU time, IO resources etc. The algorithm’s performance was tested with other existing learning algorithms by using KDD99 benchmark intrusion detection dataset and this proved its high detection rate and low false positive rate.
Shah (2014) authored a research article called A Real time intrusion detection System using Article Neural Networks (ANN). This paper considers intrusion detection system in its real time aspect. Real time has to do with frequent updates that the system will get and in this case it is a real time intrusion system that receives updates on any new intrusions coming into the system.
As it is known there are several algorithms for different neural network approaches. Jianfa (2015) authored an article called Network Intrusion Detection based on a General Regression Neural Network Optimized by an Improved Artificial Immune Algorithm. It illustrates a general regression neural network (GRNN) based on the artificial immune algorithm with elitist strategies (AIAE). 
2.5.5	IMPLEMENTATION OF NEURAL NETWORKS WITH OTHER AI FIELDS        PERTAINING TO INTRUSION DETECTION
The implementation of Neural Networks with other Artificial Intelligence fields like data mining, fuzzy clustering, machine learning etc. could equally produce a perfectly running intrusion detection system. This could help to provide a more efficient and functional system but it has its limitations just like any system, the developer’s proficiency must be highly adequate to design and implement such a system.
Chen(2005) proposed a combination of artificial neural networks (ANN) and support vector machines (SVM) to detect intrusions. The BSM audit data is converted into frequency distribution of system calls. Then the training dataset which is the KDD dataset is then separated into the attack datasets and normal datasets, and these datasets are then fed into the ANN and SVM algorithms which then enables the construction of the ANN and SVM predictive models. The testing dataset is then fed into ANN and SVM predictive models after which the ROC (Receiver operating characteristic) curves are formed from both models which will enable intrusion detection.
Neural networks can be also be used alongside machine learning according to Vinchurkar (2012). Machine learning was said to be based on statistical analysis of data and may be able to use patterns found in the previous data to make decisions about the new ones and this helps in the shortcomings of neural networks which are reduced performance due to increasing data and network traffic. And to make use of machine learning, the system would have to undergo vector regression. Algorithms that support vector regression are; the Naive Bayes classifier and genetic algorithms.
Surana (2015)wrote that a hybrid Artificial Neural network based on fuzzy clustering and neural network can be made to detect intrusions because neural networks though very effective in capturing non-linearity in data recognition, it requires the use of a lot of resources. That is where fuzzy clustering comes in and it can be defined as a technique that divides data into smaller groups or portions and this can help the proposed system to reduce the time spent in detecting and achieve a higher detection rate. Firstly, the Fuzzy c-means (FCM) clustering algorithm was used to divide the data into clusters which enables the back propagation algorithm to train the ANN with the 1999 KDD Cup dataset. Then the ANN is aggregated to detect the five classes of attacks at the output layer; Normal, Dos, U2R, R2L and Probe.


2.5.6 NNIDP IMPLEMENTATION USING BACKPROPAGATION ALGORITHM, SOMS AND MULTILAYER PERCEPTRON
Ryan & Mikkulainen (1997) were one of the earliest researchers to bring up the neural networks intrusion detection systems using the back-propagation method back in 1997. The system that was made had a 96% success rate and 7% false alarm rate. The experiment involved the building and testing of NNID on a machine that serves as a research group in the University of Texas; the algorithm adopted for this method is the standard three-layer back-propagation architecture. 
There have also been some research works that have specified the major types of intrusion detection systems alongside a neural network implementation. Cannady (1998) wrote a research named Artificial Neural Networks for Misuse Detection; misuse detection is the comparison of current patterns with the patterns of intrusions. So the ANN that is to be trained will help to classify these intrusions with the misuse detection technique. The current trending technique for the ANN intrusion detection systems are rule based intrusion detection technique because rely on pre-defined rules provided by the system administrator to function but its major limitation is that it doesn’t update unless the administrator does it hence its inflexibility. This brought about the introduction of misuse detection technique. This technique addresses most of the problems found in the rule based detection technique like inflexibility. Although it has its own limitation in the sense that for the system to be able to detect any intrusions whatsoever it has to know the exact characteristics of the attack. Upon this grand limitation, there are two potential implementations. The first is the idea of incorporating them into expert systems and the second is to involve the neural network as a standalone misuse detection system.
Amini (2006) proposed a system called RT-UNNID which is a system that can detect intrusions in real time using unsupervised learning method. This paper is all about formulating a real time solution for intrusion detection so as to be able to learn new patterns as they come immediately. The system was trained with the Self-Organizing Maps (SOMs) which is always used when employing the unsupervised training method. The RT-UNNID goes through four processes before completion and they are; 
1. The Sniffer phase- it collects network traffic by setting network adapter to promiscuous mode.
2.  The pre-processor stage- which extracts numerical features from delivered packets and sends to a machine called UNN-engine (Unsupervised Neural Net-based Engine) that will normalize these features. 
3. The training stage- the UNN engine will use this data to train the neural network.
4. The operation phase- the output gotten from the UNN engine is given to the responder for recording system log files and generating alarms when an intrusion strikes.
N.B: DARPA training set was tried for the training of this system but because of its enormity and inaccessibility, a training dataset had to be developed for this system from the pre-processor stage.
2.6	SUMMARY
This chapter contains a record of all the previously done works that is related to neural network intrusion detection and prevention system. This chapter will serve as a guide to the design and development of the neural network intrusion detection and prevention system.


CHAPTER THREE
METHODOLOGY
3.1	INTRODUCTION 
After reviewing various research and projects related to this project, the documentation of the process that was passed through in the development of the project is recorded in this chapter. Also, in this chapter the software development methodology were chosen and the reasons for choosing it were outlined. The analysis of the whole system and the requirements the system must meet in order to satisfy the development goal were also stated.
This project is a web based application that will be accessible through a web browser and will be hosted on web server. The system will be able to detect and prevent intrusions coming into any website plugged in to it. It makes use of a Database Management System (DBMS) that will manage the database. In its database, it will contain the Subscriber’s information which entails the username, Domain name, Path to login and the Intrusions information containing intrusion reports on all subscriber websites.
3.2	SOFTWARE DEVELOPMENT MODEL
In adopting a software development model, the nature of the software system must be considered and then the most suitable model for the system will be considered. According to (Summerville, 2013) software development methodologies are software engineering approaches that can be adopted in the development of a standard software in order to satisfy engineering principles and practices. Common software development approaches are: Waterfall, Spiral, Agile etc.
While Waterfall model specifies that each stages of software development be- concluded before proceeding to the next stage, the spiral system emphasizes of gradual development of each stages by rotating in cycle all the stages and graduating the development activities in such stages but agile development considers software development to be approached in an agile or rapid way by quickly building a template or framework which can then be modified and improved as the need arises until the desired system is achieved. 
Considering the nature of the system as stated above as well as other factors like the requirements and the structure of the system that will still be explained later, we have adopted agile development methodology being a new methodology that give room for us to develop a rapid framework while still gathering requirement and modify the system as the requirement changes since the development environment and the deployment environment will accommodate such modifications without any implication.
3.3        SYSTEM AND USER REQUIREMENTS
Requirements are descriptions of the functionality or services provided by a system and its operational constraints that reflect the needs of customers for a system that helps solve some problems. There are two major requirement types that the system will need to meet.
3.3.1     FUNCTIONAL REQUIREMENTS
               Functional Requirements can simply be defined as the normal expectations that should be delivered with the system. A functional requirement specifies something that the developer needs to build to deliver the solution. The functional requirement for the developed system are listed below:
1. The system will allow user login using their username and password.
2. The system will allow the administrator create new user.
3. The user will be able to view the results gotten from the intrusion detection process.
4. The system will be able to detect incoming intrusions and prevent them from infiltrating the system.
5. The system will act as a plug in to other websites to be able to detect and prevent incoming intrusions.
3.3.2           NON-FUNCTIONAL REQUIREMENTS
              Non-functional Requirements are requirements that define the system’s properties and constraints on functions offered e.g. reliability, response time. The non-functional requirement for the developed system are listed below:
1. Portability: The system will be able to work on numerous platforms.
2. Availability: The system will be available at all times.
3. Usability: The system will be user-friendly due to factors like its clarity, prominence, guided action, contextualization etc.
3.3.3       USER REQUIREMENTS
             User requirements are the requirements that entails the needs, desires and expectations of end users from a system. They describe the activities that users must be able to perform. The User requirements for the developed system are listed below:
1. The User will be able to subscribe and unsubscribe.
2. The User will be able to view the detected and prevented intrusions.
3. The User will be able to have access to the system at all times.
3.4	SOFTWARE DEVELOPMENT TOOLS
Systems design is the process of defining the architecture, components, modules, interfaces, and data for a system to satisfy specified requirements. Systems design could be seen as the application of systems theory to product development. There is some overlap with the disciplines of systems analysis, systems architecture and systems engineering. In this project, various software and system development tools were used and were discussed below
3.4.1	 MYSQL DATABASE  
MySQL Database is an open source database management system.  Database management system is a software system that uses a standard method of cataloguing, retrieving, and running queries on data. The DBMS manages incoming data, organizes it, and provides ways for the data to be modified or extracted by users or other programs.
MySQL is based on the Structured Query Language (SQL), which is used for adding, removing, and modifying information in the database. Standard SQL commands, such as ADD, DROP, INSERT, and UPDATE can be used with MySQL.
3.4.2	APACHE TOMCAT
Apache tomcat is an open source tool for hosting web application developed with java. It is like the apache server provided for hosting PHP and other web scripting engines.
3.4.3	PROGRAMMING LANGUAGES
JAVA SERVER PAGES (JSP): Java Server Pages is a java platform for developing web application just as the PHP. This technology combines JS codes with HTML to provide the functionality and interactivity that the page requires. JSP can also be combined with Java servlet to enhance the functionality capability.
JavaScript/Ajax: Ajax; an acronym for Asynchronous JavaScript and XML is a group of interrelated web development techniques used on the client-side to create asynchronous web applications. 
CSS: The Cascading Style Sheets Specification (CSS) is a computer language that is used to write formatting instructions (rules). These rules tell a web browser how webpage content should look in terms of layout (position, alignment, width, height) and style (typeface, font-weight, colour, and border)
SQL: Structured Query Language (SQL) is a standard computer language for relational database management and data manipulation. SQL is used to query, insert, update and modify data. Most relational databases support SQL, which is an added benefit for database administrators as they are often required to support databases across several different platforms.
3.5       SYSTEM DESCRIPTION
According to the approach that was adopted, the scope of the intrusion detection and prevention system was limited to web data intrusion. Web data intrusion is the kind of intrusion that is being perpetrated on the internet to intrude into data hosted on the web either by using brute force injections, SQL injections or backdoor penetration. It is of ultimate importance to consider web data intrusion and to create a system that will help to combat this form of intrusion so as to secure data stored on servers and internet so as to keep transactions safe and prevent future collapse of the internet due to espionage and unauthorized access to private individual data.
The system will employ the use of Pattern Matching algorithm. This algorithm comprises of some rules which are some IF-THEN constructions (JingLu, 2015). It uses the IF-THEN constructs to match the current system state with the normal system state and they do not match then there is an anomaly in the system which could be defined as an intrusion.
The system will work as an independent system that other websites can plug into for intrusion detection and prevention. As an independent system, other system will connect via an API that will be provided for submission of POST, GET, SESSION and other server variables of such system. The system will then be able to analyse any incoming input into such system. For every input to the system that request for the service, if the input is found to violate the rules of the entry requirement, it is classified to be intrusion. Such input will then be prevented from being fed to the system and access is denied for such entry.
3.6	SYSTEM DIAGRAMS (USE CASE, FLOW CHARTS, ACTIVITY DIAGRAMS AND ENTITY RELATIONAL DIAGRAM)
3.6.1	USE CASE MODEL
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Figure 3.1: Administrator Use case
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Figure 3.2: Subscribers Use case








3.6.2 		DATA FLOW DIAGRAM
[image: ]
Figure 3.3: Data Flow Diagram


3.6.3 		ACTIVITY DIAGRAM
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Figure 3.4: Activity Diagram



3.6.4 FLOWCHARTS
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Figure 3.5: Admin Flowchart
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Figure 3.6: Client Flowchart.
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Figure 3.7: System Flowchart





3.6.5	ENTITY RELATIONAL DIAGRAM
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Figure 3.8: ER Diagram







3.6.6		DATABASE STRUCTURE
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[image: ]Figure 3.9: Database structure
CHAPTER FOUR
  SYSTEM DESIGN, IMPLEMENTATION AND TESTING
4.1	INTRODUCTION
In the previous chapter, the analysis of the system was completed and necessary tools were installed. In this chapter, the specifications of the developed system, it’s testing and results gotten will be discussed.
4.2.	SYSTEM REQUIREMENT AND SPECIFICATIONS
In computer system development, it is always necessary to define the requirement of any system for an effective operation. To accurately specify the requirement, the baseline requirements or the minimum system requirements are always stated. In the following sub sections, the hardware and software requirements of the system will be specified. 
System specification is usually a breakdown of the operating conditions and what the system is made of such as; the technologies running the system and the platform on which the system was built. For computer based systems, there are usually two categories of specifications, namely: Software specifications and Hardware specifications.
4.2.1	SOFTWARE REQUIREMENTS
For the server system, the following software requirement is necessary
1. Operating system capable of hosting WAMP server (Most of the operating system released after 2000 can host WAMP server and Tomcat).
2. Apache Tomcat or Oracle Glassfish Server
3. WAMP server
4. Web browser with JavaScript enabled
For the accessing computer client side any suitable operating system capable of running web browser programs like internet Explorer, Mozilla Firefox, etc.
4.2.2 	HARDWARE REQUIREMENT
For efficient running of the web application, it should be hosted on a server system and accessed from a client side system. The minimum requirements for the server computer to host this web application are:
1. Pentium 4 with 1.5 GHz processor
2. 256 MB of RAM
3. About 10gb of Hard disk memory
4. On a network or internet with LAN card of 100mbps speed
While the computer that will access the website (client side) must have the following hardware requirements;
1. Pentium 2 with 450 MHz processor
2. 128 MB of Ram
3. 2 GB of hard disk
4. Internet connectivity or LAN card of speed 10mbps
4.2.3	SOFTWARE SPECIFICATIONS
1. The system was built as a Web project that can be accessed using any latest web browsers like Microsoft Internet explorer, Mozilla Firefox, Apple safari, Google chrome, Avante, etc.
2. Most pages are made up of Client and server side codes that requires JavaScript enabled browsers to run perfectly.
3. The Web pages can be accessed from any of the operating systems that can run HTTP 2 protocol.
4. The system is also specified as web2 project which provides all the user experiences expected of any web2 project.
5. As a JSP project, the system is also specified as a java system and will be running with Java Virtual Machine on the host system.
6. Unlike PHP projects that are directly hosted on Wamp servers, JSP projects must be hosted on Java processing servers like Apache Tomcat, Glassfish and Spring Servers. just like the apache server, apache tomcat is a product of Apache Open software foundation but dedicated for hosting java server projects like Java Server Pages (JSP), Java Server Faces(JSF) and even Java Servlet projects
4.2.4	HARDWARE SPECIFICATIONS
Generally, the system can be accessed when hosted on the internet by any computer connected to the Internet and running hardware with speed capable of running any of the above listed web browsers. Mostly, computers with the minimum processing power of Pentium 3 will be expected to run this project perfectly. The system can also be hosted on any Hardware with at least Pentium 4 processor as long as there are adequate network infrastructure for access either to the Internet or Intranet.
4.3      SYSTEM DEPLOYMENT
Considering the above specifications, before running the system, there is a need to setup the system on the server appropriately. Deploying the application for eventual testing requires the following steps.
1. Setting up the Wamp server and the Apache Tomcat
2. Deploying the application
4.3.1	SETTING UP THE WAMP SERVER
WAMP Server is a bundle of three server components namely The Apache Server, The MySQL Server, The PHP Processor. Since all these three components are bundled together, installing WAMP Server will install all the three components on a windows operating system. In this case, we Installed WAMP Server 2.0 on the system by following installation wizard as in the installation of any other application on windows operating system.
After installing WAMP server, the next step is to install the apache Tomcat server and setting the port for the server. Following the installation wizard, we installed the apache tomcat and in the section for the setting of the port we set to port 8080 which indicates that the default address on the server will be localhost:8080.
4.3.2	DEPLOYING THE APPLICATION
To deploy the system on the Testing Server system, we copied the application folder from the development system into the htdocs subdirectory of the tomcat directory on the testing server. After this, we also imported the database for the system from the development system to the testing server and the system was ready for testing.

4.4 	NNIDP OPERATION
	In detecting and preventing intrusion on website, the developed NNIDPS was designed to implant the pattern matching approach of the neural network technology. Five distinctive rules were embedded into the system to enhance its intrusion detection feature. These rules are; back door penetration, brute force on password/username, SQL injection, SSS injection, and location intrusion.
	The NNIDPS uses these rules to detect intrusion and prevent them. It also alerts the admin about intrusions that are not know to the system. Intrusion report are forwarded to the admin for necessary actions as well as users for the revelation the NNIDPS efficiency.
Since it is a misuse based intrusion detection and prevention system, it stores intrusions in its knowledge base which is the database. The system uses neural network so it enables the system to learn and if there is any unknown attack it will be defined as unknown.
4.5	SYSTEM EXECUTION
This section contains the step by step procedure of operating the system. The home page is a welcome page that displays available options for the user. 
For a new subscriber that wants to subscribe to the service, he/she will fill the subscription form and should have a running website which allows testing with a website already hosted on another system. The form will be filled and details of the website will be provided especially details pertaining to the login page for that site.
After the submission of the form, the system navigated back to the home page from where he/she logged in as the new user. The system begins monitoring login activities of the user’s website for intrusion. From the user portal we were able to monitor the various trials that were made on the other website to login with wrong username and or password.
4.5.1  The Home Page
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Figure 4.1: Home page
The home page contains specific information about what the system does. It contains picture slides which bring about a user friendly approach to the subscribers.
4.5.2   The Register Page
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Figure 4.2: Register Page
This page contains information that the subscribers will supply to the system. Information like the Firstname, Lastname, Username, Password, Company name, Domain name, Path to login, Database name, Table name, Security Question. And there is a submit button, which will store all the information to the intrusion detection and prevention database.


4.5.3     The Login Page
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Figure 4.3: Login Page
The Administrator and the clients can log in their pages via the platform. On the Login page, the Administrator or the clients will enter his/her username and password. There is only one administrator but there are several users which are the subscribers of the system.


4.5.4   The Administrator Page
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Figure 4.4: Admin’s Intrusion Report Page[image: ]
Figure 4.5: Definition of Intrusion Page
The Administrator has the right to add rules, edit rules, delete rules, view intrusion reports and view subscribers. The page displays will contain the Intrusion report; which states Domain name where intrusion was attempted, User identity, Nature of Attack, Description of the attack action and Admin Attack. The List of Clients will also be displayed providing information with fields like Name of Company, Address, Site Address, Users and Others.
Under the Admin action column, the admin will be able to define unknown intrusions or update intrusion rules.
4.5.5 The Clients Page
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Figure 4.6: Client’s Page
After the client logs in, he/she will be redirected to page which contains all the intrusions attempts made on the client’s website.






4.6	SYSTEM TESTING
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Figure 4.7: SQL Injection on Electricity System
This is the intruder activity. This type of intrusion is called SQL injection on username but it is not defined to the system Due to the fact that the system is an AI system it will be able to pick up the intrusion and allocate it under the category of unknown/undefined.
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Figure 4.8: Newly detected undefined intrusion
The final result shows the intrusion report as unknown so it is left blank but detected as an intrusion.
Another system was used to test the application. The name of the system is Flight Company.
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Figure 4.9: Backdoor penetration on SMS system
The intrusion imposed on the system is backdoor penetration where the URL will be tampered with. For example, the login page is meant to be redirect to another page like detect but instead of the intruder entering login details he/she will go straight to the URL to type the path name.
The final result shows the intrusion report as unknown so it is left blank but detected as an intrusion. This will then prompt the admin to define the intrusion.[image: ]
Figure 4.10: Undefined intrusion report









After the admin has defined the intrusion the intrusion report will display.
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Figure 4.11: Defined intrusion report







CHAPTER FIVE
SUMMARY, CONCLUSION AND RECOMMENDATION
5.1	SUMMARY
The background of the project entails a technological society that is unsafe due to people trying to intrude into computer systems. This background brought about a problem definition which involves the specific aspect of the technological environment to be protected. In light of aforementioned, the aim and set objectives were derived. This project is a preventive rather than corrective method of managing a system’s network. The Agile Methodology was adapted because it was perceived to be the most suitable considering the nature of the project. The specification of the application was also defined as a web plug-in to other web systems to detect and prevent intrusions. The following programming languages were used; Java Server Pages (JSP) and other languages like Cascading Style Sheets (CSS) for the beautification and aesthetics, JavaScript for the behaviour manipulation, Structured Query Language (SQL) which is a relational database language. The system was tested on two different platforms and the results were discussed in the earlier chapter.
5.2	CONCLUSION
This project has recorded a level of success because it detected and prevented intrusions on the tested systems successfully.
5.3	RECOMMENDATION
For future research, more rules should be implemented so as to give the system a broader scope and improve the intrusion detection capability.
 It is also advisable to increase the level of security of the system since it is a web security system it has to be secure itself or else this could lead to intrusion of the system.
There are also other algorithms that can be used especially unsupervised learning algorithms like Self Organizing Maps, Multilayer Perceptron etc. to enable the system learn better.
The development of neural network based intrusion detection and prevention systems does not have to be limited to the web. It can be used for desktop applications, android applications, IOS applications which will make it accessible by any means.
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